NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C KaXAbIM T'O/I0M MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJIbILIE, @ IIKOJIBHUKU OJHU U3
CaMbIX aKTUBHBIX IIojib30oBarenedl Pynera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HEeceT U MpoOisieMbl. DTa MaMATKa JOJDKHA MOMOYb Tebe Oe30I11acHO
HaxXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOHl SBIIsETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHue k 3ToMmy,
BUPYCHl MOTYT TOBPEAMTh WJM IIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ©u  JaHHBIE,
HOJKOHTPOJIbHBIE MOJIb30BATEIN0, OT UMEHU KOTOPOIo ObuIa 3allyllieHa 3apaXKeHHas [Iporpamma,
a TaKXKe TOBPEIUTh WIM JIa)Ke YHHUYTOXXUTH ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
nesioM. B GonbIMHCTBE CllyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. I/ICHOHBBYﬁ COBPCMCHHBIC OIICpAlIMOHHBIC CHUCTCMbI, HMCHOIIUC CGpBG?»HLIﬁ YPOBCHb
3alIUTBI OT BPCAOHOCHBIX ITPOrpaMMm;

2. TlocrossHHO ycTaHaBiuBail mautu (UMGPOBBIE 3aMJIATKH, KOTOpPHIE aBTOMAaTHYECKH
YCTAHABJIMBAIOTCS C IENbI0  J0pabOTKM MpOorpaMMbl) ¥ JpYrHe OOHOBJICHUS CBOEH
orepanuoHHoi cucrembl. CkaunBail UX TOJBKO ¢ ounmanpHOro caiita pazpadotunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJICHHS, BKIIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBOTEPC IO IIpaBaMM I10JIb30BATCIIA, 4 HC aJMHUHHCTPATOpA.
OTO HE IO3BOJUT 6OJ'II)HH/IHCTBy BPCAOHOCHBIX TIIpOTrpaMM HHCTANIMPOBATHCA Ha TBOCM
MEPCOHAIBHOM KOMIIBIOTEPC,

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yil BHEIIHWE HOCUTENN MH(pOpMalMHU, Takhe Kak (uemka, Juck win daitn u3
MHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEpHBIE (DaiiiIbl, MOTyYEHHbIE U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HETro, OTIPAaBJISL U OH TeOe uX.

Cerun WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepnanackas kommnanus 3apeructpupoBana Openn "WECA", uro o6o3nauano
coBocouetanue "Wireless Fidelity", koTopsrit mepeBoauTcs Kak "GeCpoBOAHAS TOYHOCTH'".

Jlo Hamiero BpeMeHM Jlouula Jpyras abOpeBuarypa, KOTOpas SBJISETCS TakoW ke
TexHoJoruei. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIApPT
BBICIIEH 3ByKOBOI1 TexHUKHM Hi-Fi, uTo B mepeBosie 03HavaeT "BbICOKasi TOYHOCTB".



Jla, OecrulaTHBI HMHTEPHET-IOCTYN B Kade, OTeNnsX M a’dpomoprax SBISIETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJId B MHTEpHET. HO MHOTHE dKCIepThl CUUTAIOT, YTo odmenoctynabie Wi-
Fi cetn He sBIsIIOTCS O€30MIACHBIMMU.

Cogertsl 110 6e30macHoCTH paboThl B 00meaocTymHbix cetsx Wi-fi:

1. He mnepemaBaii cBoro JmuHy0 uHpoOpMaimioo dvepe3 odbmenoctynueie Wi-Fi ceru.
Pabotast B HUX, XKeJIaTeJIbHO HE BBOAUTH HAPOJIU JJOCTYIIA, JIOTHHBI M KaKUe-TO HOMeEpa;

2. VUcnonp3yih u OOHOBISI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkmoun ¢ynkiuro "OOmuit goctyn k Qaiinam u
npuntepam". JlanHas (yHKOMS 3aKpeiTa 10 YMOJYaHHIO, OJHAKO HEKOTOPBIC IMOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe wiu yueoe;

4. He ucnons3yit nyonuunsii WI-FI ans mepenaun JWYHBIX AAHHBIX, HApUMEp JUIS
BBIXO/Ia B COIIMAIILHBIC CETH WM B AJICKTPOHHYIO TIOUTY;

5. Mcnonp3yii Tonpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a ne HTTP, t.e. mpu
Habope BeO-aapeca BBoau umenHo "https://*;

6. B MmoouisHOM Tenedone otkmoun Gyuknuio "Tloakmouenune k Wi-Fi aBromatnuecku".
He nomyckait aBToMaTndeckoro noAkitodeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cormnacwusi.

CoumnajnHble ceTH

CouuanpHble CETH aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIIOJIM pabOTAIOT U KUBYT TaM
MOCTOSIHHO, a B FacebooK yxe 3aperucTpupoBaH MWILIMAP YCIOBEK, YTO SIBIACTCSA OIHOM
CeIbMOM BCEX JKUTENEeH TUIaHeThl. MHOrue TOoJIb30BaTeIM HE MOHUMAIOT, YTO WHMOpMAaIus,
pa3MeIleHHas UMU B COIMANIbHBIX CETAX, MOXKET ObITh HalJleHa U MCIOJb30BaHa KEM YrOJHO, B
TOM YHCIIe HE 00s3aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y TeOs B JApy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBoo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JIMYHYIO HMH(pOpMAIMio. 3I0YMBIIIJIEHHUKA MOTYT HCIHOJb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBCCTHU KAHUKYJIbI;

3. 3amumiail cBOIO penmyTaluio - IepPKU ee B YUCTOTe W 3ajaBaii cebe BOIpoc: XOTen Obl
ThI, YTOOBI APYTUE TOH30BATEIN BUCIH, YTO ThI 3arpyxkaemb? [logymait, mpexae uem 4To-To
OIyOJIMKOBATh, HAMMKICATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJbB3Yyl CBOE PEANbHOE UMS
U JIpYTYIO JIMYHYIO MH(OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUeE;

5. U36erait pazmemienus ¢otorpaduii B IHTepHETE, 1€ Th n300paXeH Ha MECTHOCTH, TIO
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIONIOKEHNUE;

6. [Ipu perucTpanuui B COIMATBLHON CETH HEOOXOJAMMO HCIIOJIB30BATh CIIOXKHBIE MAPOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHEe §;



7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa eciu Te0s B310OMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YNOOHBIA croco0 TIulaTeXxel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TU JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCOABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax 40 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, € MX pa3feisaioT
Ha HECKOJIBKO BUJIOB - AaHOHUMHBIC U HE aHOHUMHBIE. Pa3HKIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HASHTH(PHUKAIUW MOJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTU(UKALKS T0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxxe crnenyer pas3inyaTbh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbIC IEHbIM (HE paBHBI TOCYAAPCTBEHHBIM BAJTIOTAM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. IlpuBsku Kk cueTy MOOWMIBHBIN TenedoH. ITO camblii YAOOHBIM M OBICTPBIHA CIIOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiu 3a0yJelib CBOM
TUTATS)KHBIA TTAPOJTb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)XH HIK TiepexBaTa IIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli maposib. [IpectynHukam OyaeT He IpOCTO yragaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOPbIE COAEP)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC W TIPONHCHBIE OYKBBI, ITU(PPHI U HECKOJBKO CHMBOJIOB, TaKMe KaK 3HAK J0JUIapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hampumep, $tRONQ!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAas oYTa - 3TO TEXHOJIOTHUS M MPEJOCTaBIsEMbIE €10 YCIYTU M0 MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TOJIb30BaTeI(@uUMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb NepeaaBaTh (paisbl.

OcHOBHBIE COBETHI 110 6€301acHO paboTe ¢ IMEKTPOHHOU TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute NU4Hy0 HMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKanbHbIN _(paHat@" uium "pokx2013" Bmecto "temal3";



3. Vcnonp3yil ABYXATAHYIO aBTOPU3aLMI0. JTO KOTJa IOMUMO IapoJis HYKHO BBOAMTH
KOJI, IpHUChIIaeMbIid 1o SMS;

4. BoiOepu cinoxHBIA Taponb. IS KakIOro IMOYTOBOTO SIIMKA JIOJDKEH OBITh CBOU
HaJIC’)KHbI, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecinm ecTh BO3MOXKHOCTB HAlKMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIIOJB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIii A 4acTHOM HEpEenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEpsACLIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO MCIIONB30BaTh IPU
peructpanuu Ha popymax u caiTax;

7. He oTkpbIBail (haiisibl U Ipyrue BIOXKEHHUS B MHCbMaX, AaXK€ €CJIM OHU IPUIIUIA OT TBOUX
npy3ei. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisr;

8. ITocie okoHuYaHMs pabOTHI HA MOYTOBOM CEPBHCE IEPE] 3aKPHITHEM BKIAJKH C CalTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuar - npecieoBaHue COOOMICHUSIMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHio,
3allyTHBaHKe; XYJIUTaHCTBO, COLUAIbHOEC OOMKOTHPOBAHUE C MOMOIIBIO Pa3INYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 60ii. Jlyuammii crmoco0: TOCOBETOBAThCS KaK ceOst BECTH U, €CIIM HET TOTO,
K KOMYy MOXHO OOpaTuThCs, TO BHAdYaje YCIOKOMThCS. EciaM Thl HavHEIlb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO eIlie OOJIbIIE Pa30kKellb KOHMIHUKT;

2. Vrpagisii cBoel kubeppenyraiuei;

3. AHoOHUMHOCTh B ceTd MHHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHHMMHBIM AKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUM 00pa3 BUPTyaJIbHOHM Xu3HU. VIHTepHET QuUKCHUpyeT Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyyllle
urHopupoBaTh. OOBIUHO arpeccusi MpeKpalaeTcst Ha Ha4aJbHOM CTaIu;

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLMATBHBIX
CETSAX €CTh BO3MOXXHOCTH OJJOKHPOBKU OTIPABKU COOOIIEHUN C OTIPEICTICHHBIX aJpPECOB;

8. Ecmm 1Bl cBugerens kubepOyumHra. TBow [JeHCTBHSA: BBICTYIUTH IPOTUB
mpecieoBaTens, Moka3aTb €My, YTO €ro JACHCTBHUS OLEHUBAIOTCS HETraTUBHO, MOJJEP’KaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKas IIOMOIb, COOOIIUTh B3pOCIBIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnJibHbII Tes1e)oH



CoBpemenHble cMapT(OHBI U TUIAHILETHI COAEPKAT B cede BIIOJIHE B3POCIHbIH (YHKIIMOHAT,
U Telepb OHU MOTYT KOHKYpHUPOBAaTh CO CTALlMOHAPHBIMH KoMIbloTepaMu. OHaKo, CpencTB
3alIUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TeCcTMpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX HIPOMCXOJUT HEe Tak MHTeHCUBHO, kak ais I[IK, To xe camoe kacaercst U MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHBIE MOOMJIBHBIE Opay3epbl yXKe MPaKTHYSCKH JIOTHAIM HACTOJbHBIC aHAaJIOTH,
OJTHAKO pacimupeHre (yHKIMOHANIA BJIEYET 3a COOOI OOJBIIYI0 CIO0XXHOCTh M MEHBIIYIO
3alIMIICHHOCTb.

Jlaneko He BCE MPOU3BOAUTENM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TellehoHa:

Hudero He sBisgercs MMO-HACTOAICMY OecIuIaTHBIM. By,HB OCTOPOXXEH, BEAb KOI'Ja Tebe
npeajararoT OecIuIaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBHI KAKUC-TO IIJIATHBIC YCIIYTH,

Hymaii, mpexae ueM oTnpaButb SMS, ¢oto wnu Buneo. Tel TOUHO 3HACIIb, T/I€ OHU OYAYT
B KOHEYHOM HTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;
Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI /111 MOOMITBHBIX TeJIe(hOHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocme TOro Kak Thl BBIAJEINL C CaiiTa, IJie BBOJWI JMYHYIO HH()OPMAIMIO, 3aiad B
HACTpOWKM Opay3epa u yaanu COOKies;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBail cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsICLIb;

Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl MM HE MOJb3yelibcs. He 3a0biBaii mHOTIA
IIPOBEPATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UTPBl - 3TO KPAcCOUHbIE, 3aXBaThIBAIOLIUE pa3BJICUYCHUS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MHpY. UTrpoku McCaeayroT JaHHBIA UM MHD,
00IIArOTCS APYT C IPYrOM, BBHIMOJHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTPAMH H TMOJYYalOT OIIBIT.
3a yJAOBOJBCTBHE OHH TUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM TPUOOPETaroT
KaKHe-TO OIIINM.

Bce atu cpenctBa uayT Ha ToOAAepXKaHHME M DPAa3BUTHE UIPHL, a TakKKe Ha caMy
0€301aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBIMYCKAIOTCS HOBBIE MaTYU
(undpoBbIe 3aMmIaTKU AJIs IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALIUN OOJIBIITMHCTBA urp.



OCHOBHBIC COBETHI 10 0€30IIACHOCTH TBOECTO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroil urpok BeneT cedsi TIOXO WM CO3/1aeT Tede HEMpUATHOCTHU, 3a0J0KUPY
€ro B CIIUCKE UTPOKOB;

2. HOX(&HYﬁCH AAMUHHUCTpAaTOpaM HMIPbI Ha IIJIOXOC IMOBCACHHUE 3TOr0 UIpoKa, KEJIaTCIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyto nHopMmanuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaIbHbIE TATYA U MOJIBI;

6. Micnionb3yi CII0’KHBIE U pa3HbIe N1apoJIy;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUIHbIX JaHHbIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOIO HE YIUBHUIIb, HO C
pa3BUTHEM HMHTCPHET-TEXHOJIOTHH 3JIOYMBIIIJICHHUKH MEPEMECTHINCh B HWHTEPHET, W
IPOJOJDKAIOT 3aHUMAThCA "IOOUMBIM" 1€TTOM.

Tak mosiBUIaCh HOBast yrpo3a: WHTEPHET-MOIICHHMYECTBA WJIM (DUINWHL, TJIABHAS IEIb
KOTOPOT'O COCTOMT B IMOJYYEHHH KOH(DUIECHIMAIBHBIX JAHHBIX IOJb30BATEIEH - JIOTHHOB U
napoieii. Ha anrmumiickom si3pike phishing uuraercs kak ¢ummar (ot fishing - peibnas mosis,
password - mapoJs).

OcHOBHBIE COBETHI 0 O0PHOE € PUIINHTOM:

1. Cneau 3a cBonM akkayHTOM. Ecnu ThI mo103peBaetiib, 4TO TBOSI aHKETa ObLjIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ U COOOIUTh aIMUHUCTPATOPaM pecypca 00 TOM KaK MOKHO
CKOpee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cinoxHble W pa3Hble maponau. Takum oOpazom, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3MOMald, TO HEOOXOUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBJICHBI Y T€0SI B IPY3BAX, O TOM, UTO T€OS B3JIOMAJIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHsbli napoib (PIN) Ha MOOUIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHUe mapoiis B Opaysepe;

7. He oTkpbIBaii (aityibl U Ipyrye BIOKEHUS B MUChMAaXx, AK€ €CJIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus



[udposas pemyraius - 5TO HEraTHUBHAs WM MMO3WTHBHAsS MH(POpPMAaIUs B CETH O Tebe.
Komnpomerupyromas nHpopmanus, pasMelUIeHHas B MHTEPHETE, MOXET CEPbe3HbIM 00pa3zoM
OTpa3uThCs Ha TBOEH peanbHOW ku3HU. "lludpoBas pemyranus" - 3To TBOH MUMHIK, KOTOPBINA
dopmupyercst u3 unpopmaru o Tede B HHTEpPHETE.

TBoe mecTo KHUTCJILCTBA, yLIe6BI, TBOC (bI/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMU JMYHOHW WH(OpManuu B
NHutepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUM. Thl 1ake HE CMOXEIIb JI0ragaTbCsl O TOM,
yTto pororpadus, pasmerieHHas 5 JeT Ha3ajl, CTajla MPUINHON O0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrapuu, pasmenienue TBoux ¢ororpaduii 1 Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X yAaauIlb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(OpMaIHIO, ITomana
JM OHA B IIOMCKOBBIE CHCTEMBl M COXPAaHWIACh JM OHA, a IIABHOE: YTO IOAYMArOT O Tede
OKpY’Karollue JIOAMU, KOTOpble HAIyT U yBUAAT 3T0. Haiftu nHpopmainmio MHOTo JIeT CIycTs
CMOJKET JII000HM - Kak W3 J0OphIX NOOYKIEHHM, TaK U C HAMEPEHHUEM IMPUYMUHUTH Bpea. ITO
MOYET OBITh KTO YI'OJHO.

OcHOBHBIE COBETHI 10 3aKTe H(POBOI pemyTanuu:

1. Tlomymaii, mpexae 4emM 4yTo-TO MyOJMKOBaTh M IepelnaBaTh y ceOs B Oiore wim B
COIIMATLHOM CETH,

2. B Hactpoiikax mpoduisi yCTaHOBU OTpAaHMYEHHUSI Ha MPOCMOTP TBOETO MPOQMIIS U €ro
COJIEP’)KUMOT0, CcIeNai ero TOJbKO "1Isl Ipy3en';

3. He pasmemaili u He ykas3biBail MH(OpMALINIO, KOTOpask MOXET KOro-TuOO OCKOPOIATH
WA OOMKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MOJb30BaTeNU U(GPOBOTO mpocTpancTra. OIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTUMHU BO3MOXXHOCTSMHU HU(GPOBOro Mupa Tpedyer
cOOJTI0IeHHSI TIPAaB HA UHTEJUICKTYAJIbHYIO COOCTBEHHOCTb.

TepmuH "MHTeNJIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Ppas3IMYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEeHHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMH U
MY3BIKQTbHBIMH TTPOU3BEIACHUSMHU.

ABTOpCKHME IpaBa - ATO MpaBa Ha WHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, JUTEPATYPBI U UCKYCCTBA. ABTOPCKHUE ITPaBa BBICTYNAIOT B KAYE€CTBE TAPAHTHUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyJIeT HampacHBIM, JacT €My CIpaBeIJIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPynAa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpPOKaT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBaTh/UCHIOIHATD B A(Hpe Ui pazmemiaTsh B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOIO OOECeueHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JIAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, Tl
yCTaHOBJIEHA HellerajgpHas rnporpamma. He crout Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JieTajibHbIE
U OecrlaTHbIE TPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.



O nopraJjie

CereBu4oK.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOJXKEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3BIKOM, @ MIPU BO3HUKHOBEHUM KPUTUUYECKOU
cUTyaluu oOpaTHTbCS 3a COBETOM. A TakKe MPUHATH y4acTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTaHUHOM !



